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ABSTRACT 


1. Introduction 


Voting is a basic right of every citizen that allows them to select the best person for the job. In many nations, the 
voting age is 18 years old. Citizens can vote for political parties, but they can also learn about the value of 
citizenship through voting. Many individuals believe that one vote will not make a difference. It does. People can 
pick their representative by voting. It also allows the person the right to query and clarify the concerns. Everyone, 
regardless of gender, class, or employment, is guaranteed the right to vote. This is a picture of congruity and 
homogeneity [1]. While skipping the vote may appear to be harmless, the long-term repercussions are severe. The 
present voting method is based on electronic voting. Each voter will be allocated to a polling station based on the 
address shown on his or her National Identification Card (NIC), which is a one-of-a-kind number used to identify 
each person [2-5]. The right to vote is determined by a person's nationality, age, and criminal history. On election 
day, voters report to their allocated polling location, sign in front of a judge who validates their identification, place 
a watermark on their nails, select a candidate, and press the ballot button to cast their vote. The votes are tallied and 
the results are announced at the end of the election. This paper describes a safe online voting system that protects 


against a variety of security threats [6-11]. 
2. Types of Attacks 
2.1. Ransomware 


It's a hostile attack in which attackers encrypt data based on the demand payment to recover access. When an online 
voting system is attacked, the data hosted on the election servers may become unavailable, forcing the election to be 


halted. In some situations, the attackers may even make the information public. 
2.2. Malware 


Malware is a firmware that is designed to carry out an unauthorized process that compromises a system's 
confidentiality, integrity, or availability. In this sense, malware that tries to influence the contents of a vote or read 


the choices made by a voter might make online voting systems vulnerable. 
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2.3. Phishing 


It tries to obtain sensitive information like credit card details and passwords through social engineering and trickery 


in e-mails. 
3. Types of Voting Systems 
3.1. Paper-Based Voting System 


It is the conventional voting method that has been employed in many countries in the past. The results will be 
published using the punch card or tallied on paper. It is also known as manual voting collection. The voter may use 
a device to cast their vote in specific circumstances, but the votes are not stored anywhere in any mode of storage i.e 
database. Voting technologies in this category include paper polls, lever voting machines, mark-sense ballots, and 
many other procedures such as voting by mail. The paper ballot has developed over time and remains popular now. 
Candidates’ names are mentioned on the paper polls and select their vote with the help of a writing tool. Election 
workers hand count the paper votes that are gathered in ballot boxes. The counting of cast votes in the voting 


process is time-consuming and prone to human error. 
3.2. Lever Voting Machines 


In 1892, the first lever voting machines were introduced in New York, New York. They are made up of a four-sided 
array of devices that may be configured as the name of the party and candidates on either side of the lever, or vice 
versa. The levers return to their original places when a voter exits the private chamber, the votes will be counted 
according to the rotation of the wheel linked. The counters display the number of votes cast on each lever after the 
voting procedure. There is no need for a paper ballot since the lever machines just sum up the votes as they are cast, 
eliminating the necessity for a recount. The Internet Policy Institute (IPI) states that this voting method prohibits 
people from voting for more than one candidate and that certain versions give an audit trail [9]. This process is still 


used in many countries, but lever machines are no longer produced. 
3.3. Direct Recording Electronic Voting System (DRE) 


This voting technique is built on electrical apparatus that electronically records and processes votes using 
microprocessor technology. It's the first voting method to use touch screens, pushbuttons, or a keyboard at the such 
as in a specialized way where the voters can cast their votes using the device of their own choice in the place of 
voting at the front end of the electoral process. The voting devices are linked to a stand-alone Personal Computer 
(PC) that records and tallies the votes in a digital format. It has the benefit that more than one voter can use the input 
device at the same time to register their vote, and all votes are counted on a single computer. There is no need for a 
paper poll in this voting system: after proof of vote is printed and placed on a ballot, the voter has passed in the 
voting place and confirmed his or her vote, which is logged in the storage of the device, the votes are recounted 


once again electronically. 
3.4. Poll-site Electronic Ballot Voting 
This technique is a type of vote casting the act of casting a ballot at a civic location. Election authorities supervise 


the whole process, from voter authentication through storage, transmission, or actual transportation of the totaled 
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votes to the central office. It concerns election authorities’ control over ICT systems. The voting options are shown 
on a display of the computer or a poll attached to the device, and people who vote can pick their choices by clicking 
on the screen, typing, or pressing the button. The votes are tabulated after the voting session and saved in databases. 
These systems can be connected to the central processing center via virtual private networks (VPNs) for the 


tabulation of all results. 
3.5. Remote Voting System 


This technique is the lower level of the Direct Recording Electronic Voting System. In that votes are broadcast over 
the communal Internet via a common network. In this approach, voters are electronically registered, recorded, and 
counted from a variety of private and public places, including homes, schools, workplaces, public libraries, and 
shopping precincts. The outputs are tallied and tabulated in the tabulation center, not at the polling. It is an excellent 
voting method since it allows customers to vote using more general technologies such as communicating via 


television, dialing the phone, messages, the Internet, etc. 
3.6. Internet Voting 


The usage of this technique is to cast a vote in a remote place such as a residence, work, school, or anywhere else 
where the voting client is controlled by the people who vote or a mediator. This is an optimal method of voting 
since it provides voters with the greatest amount of options in casting their ballots. Because of the concerns about 
data privacy and data authentication being communicated vs the voting suppleness, online voting has received a lot 


of attention. 
4. Existing System 


The asymmetric key cryptosystem is used in several existing protocols, including the Two Agency Protocol, Blind 
Signature, and Sensus protocols. Asymmetric key cryptography is significantly slower and more complicated than 
symmetric key cryptography [12-18]. Furthermore, these protocols are more complicated to establish, and the 
ordinary user will have a tough time following them correctly. It is advised to combine the effectiveness of a 
symmetric-key cryptosystem with the ease of a public-key cryptosystem (also called a hybrid cryptosystem). As a 
result, the current study was conducted to develop an alternative high-speed, fool-proof, and error-free electronic 


voting system. 
5. Proposed System 


A new voting mechanism based on a hybrid cryptosystem has been suggested and built. In Fig.1, the ballot is 
encrypted with the suggested symmetric key technique outlined above, and the secret key information is encrypted 


with Tallier's public key. 


The Tallier then decrypts the digital envelope with his private key to obtain the secret key, and only the cast vote is 
decrypted with the secret key acquired. After that, a confirmation message will be sent to the Validator, who will set 


the voter's status bit. In the same transaction, the count for the associated candidate is updated. 


It is clear from the simulation results that the future symmetric key method beats the existing approaches. The 


processing time is quite short. 
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Voter's ID 
Number as a Key 


Fig.1. Use Case Diagram 
6. Conclusion 


Every democratic country relies heavily on voting. If this idea is adopted, the voting percentage will increase even 
further, as a small percentage of our countrymen work throughout the world and are unable to vote in their home 
nation. The online voting option is also available to persons who are physically impaired or extremely old. Because 
the Visual Cryptography Technique is utilized, the user can readily determine if he is on a phishing or legitimate 


site. The suggested internet voting system is quite successful, and it will assist the people who vote and 


organizations in several ways while also saving money and time. 
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